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Welcome to the Cyber Smart Series

Practical cybersecurity awareness for the decisions employees make every day
Davin Singh

VP Managed Services
BitbyBit

Today’s Presenter:

30 MINUTES REAL EXAMPLES
Focused, plain-language Familiar experiences attackers
training imitate
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PRACTICAL ACTIONS

Simple steps employees can
use immediately

Today: recognize the trap, pause before acting and know when to report.
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Why Cyber Awareness Still Matters

62% 41%

of social-
engineering
breaches involved
vectors beyond
email alone.

of breaches
involved the human
element.

31%

31% of breaches
involved
vulnerability
exploitation, now
the leading initial
access vector.

Source: Verizon 2026 Data Breach Investigations Report
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48%

48% of breaches
involved a third
party, including
vendors, SaaS

providers and
cloud platforms.
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This Month in Cyber: Real Headlines ST

What attackers have been doing over the past five weeks, and what each attack needed from a person

OCT 16, 2026 FBI & CISA joint alert OCT 12, 2026 Huntress research

Al is making phishing emails and texts harder to tell Fake ChatGPT assistants lure users into ClickFix
from the real thing malware

The ask: Click a link in a real-looking message The ask: Copy and paste a “fix” into your computer

FBI public service announcement CloudSEK research

Fake police and officials: $1.6B+ stolen since January Fake Microsoft 365 sigh-in pages got past MFA at 258
2025 organizations

The ask: Pay or share personal details, fast The ask: Sign in on a page that only looks real

No one broke through a firewall. Each attack needed a person to act.

Sources: FBI & CISA PSA I-101626-PSA (Oct 16, 2026); IBM Think / Huntress (Oct 12, 2026); FBI IC3 PSA I-091726-PSA (Sept 17, 2026); CloudSEK via BleepingComputer (Sept 7, 2026) 3



BIGBEAR 2.0 PHISHING-AS-A-SERVICE CAMPAIGN TIMELINE

June 23 - Present
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4 GENESIS DISCOVERY & EXPOSURE PEAK EXPANSION I PLATEAU =8~ COUNTER-FORNSIC RESIDUAL
P anl ol 111} DELETION
Jun 23 - Jun 27 Jun 28 - Jun 30 Jul 1= Jul 16 ‘ Jul 17 = Jul 26 Jul 27 - Jul 29 Jul 30 - Present
Initial campaign launch with Panel captured/leaked, rapid Rapid operator onboarding Infrastructure stabilizes. Operators remove infrastructure Infrastructure stable at reduced
first victims and core nodes exposure of infrastructure and and infrastructure scaling. Slowdown in new victims in waves: last node added state; no new victims.
coming online. backfill of victim data. Campaign reaches maximum as campaign plateaus. before activity ceases. Operators remain active.
capacity.
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* 208.851818-p - ¥ Lwc‘poﬁng 4729 records s BNZ (i 23) sow to near- Final ::::;:::T
> begins (largest daily All § affiliate oo by 2 26 24 records remain live
* 3,077 records increment) operators captured
+ dronaims-p backfilled active « Admin bot
Deleted Nodes (with last activity date) @comeandget_bot
* 7 bok tokens / « FATHOM (Jun 25) « HHS (Jul 10) * cec (Jul 22) revoked
s « Igweeee (Jun 30) « KB (Jul 13) « HKNH (Jul 23) « 26 of 40 historical
identify PhaaS « AB (Jul 1) o JNJN (Jul 15) « Hotdog (Jul 24) nodes confirmed
multi-tenancy « avatar (Jul 6) + HBY (Jul 17) + POP (Jul 25) deleted as of this
Panel peaks at 18 VPS (Jul 7 - Jul 15) ] + HBHDBJ (Jul 7) « fix (Jul 20) report
« Topdog/mennu (Jul 8) « Kingkong (Jul 21)
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The Good News: You Are a Strong Defense

TRAINING WORKS

33% > 4%

of employees clicked a simulated phishing
email before training, versus after one year
of ongoing practice

KnowBe4 2026 Phishing by Industry Benchmarking Report

Don’t Make It Easy for Them
Cybersecurity Awareness Month 2026 - CISA & the National Cybersecurity Alliance

Sources: KnowBe4 2026 Phishing by Industry Benchmarking Report (Jul 2026); CISA, 4 Things You Can Do to Keep Yourself Cyber Safe; CrowdStrike 2026 Global Threat Report (29-minute average breakout); CISA & NCA,
Cybersecurity Awareness Month 2026 5
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What You Will Learn

° Recognize deceptive sign-in experiences

° Avoid malicious browser and CAPTCHA prompts

e Check QR-code destinations before opening

0 Use Stop. Check. Report. when something feels wrong
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QUICK AUDIENCE QUESTION B
Which is hardest to judge?
( ) ( ) ( ) ( )
LOGIN PAGE BROWSER UPDATE CAPTCHA QR CODE
\_ J \_ J \_ J \_ J

Keep your answer in mind as we walk through each trap.
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SOCIAL ENGINEERING

When familiar-looking experiences become traps.
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Browser-in-the-Browser Attacks

A fake sign-in window drawn inside the page you’re on.

Unit 42 found fake Microsoft 365 popups with a fake
address bar, padlock and real-looking URL.

It drags like a real window, then sends you to the real
Microsoft page so you think you mistyped.

Try dragging it outside the browser: a fake can’t leave the
page. If your password manager won’tfill it in, stop and
callIT.

Do not trust appearance alone.

10
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Browser-in-the-Browser Attacks

A fake sign-in window drawn inside the page you’re on.

g y iveagency.vu/ExCl-DoC-0TVVXFk837EI7UeNUh3vQOSGX7Ec-RIXSPCDY6ailpWbZKroSdnCsm83rVIN 11VOe7Su_mu...

o Adobe Acrobat Reader

acrobat.adobe.com

2% Microsoft

Sign in required
Adobe Acrobat Reader wants to share document to

your Microsoft account

This will allow Adobe Acrobat Reader to securely

- share your document with your Microsoft accoun
Opens f_ake pop up yfor cloud stor;ge‘an)::l collaboration. l
when clicked

« Securely view your document

« Access your Basic profite information

B2 Sign in with Microsoft

Terms ofuse « Privacy policy + Adobe Help

R
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/ExCI-DoC-OTVVXFKB37EI7UeNUh3vQOSGXT7EC-RIXSPCDY6ailpWbZKroSdnCsmBJBrVINTIVOe7SumuvoBz.. v O B £ @ @  NewChomeavailsble :

@ Google Owome o

¢ v | https://iogis 2e2cient | Tec-ef01-3343-67 117138445 8redinect urishttps%253A%252FH25] | P

—

Spoofed OAuth
authorization URL

B2 Microsoft
Sign in

No account? Creats one!

Sign in wieh 2 secursy key )

Q sign-in options

fake browser window

‘—“'w

Terms of use - Privacy policy - Adobe Help

Do not trust appearance alone.
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Fake browser updates turn a familiar maintenance task into a malware trap.

A compromised website displays an update overlay that

An update prompt appears on an unrelated site, pressures
resembles your browser.

you to act or downloads an unexpected file.

‘ ’ + o
0 x G « @ =
You need to update your browser to view the
content! @ Freton Lo
[ e ] P
You need to update your
° browser to view the content!
You need to update your
browser to view the == o v 8 a
content! B
== B -

Close the prompt.

) Never install a browser update from a website prompt.
Update from the browser settings or an approved IT process.
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ClickFix Attacks

The “fix” is the attack.

A CAPTCHA or error prompt tells
you to press Windows+R, paste a
command or run instructions.

Never run commands provided by a

website to prove you are human.
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Complete these

Verification Steps

To better prove you are not a robot, please:

1. Press & hold the Windows Key @+ R.
2. In the verification window, press Ctrl + V.

3. Press Enter on your keyboard to finish.

You will observe and agree:
® "1 an

4777139

Perform the steps above to m
finish verification

Close the page and report it to IT or security immediately. If
the page was opened from an email, also report the original
message as phishing in Outlook.
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Phishing and Pharming: What to Inspect B
Was the message or sign-in expected? -
Does the request create pressure or :
bypass normal process” Attac;e;“sf;g:rgzlshmg ﬂ
Hacker Target
Canyoureach the service through a 4.
trusted bookmark or app? victinvs redential Hacker collects ‘2’%9**"? clicks on
to access private important credentials &2‘;:'&%:&‘;@2% e

information

Can you verify the request with the sender
another way?

Original Website Phishing Website

If the destination or request cannot be

verified, do not proceed.

10
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Suspicious

Voicemail ‘

Notification

From: Susan Fry [mailto:sfry@yourcompany.com)
Sent: Tuesday, January 9, 2025 9:25 AM

To: Hamil, James <james.hamil@yourcompany.com
Subject: Please handle ASAP

- External email. Foward any suspicious emails to bad@yourcompany.com -

[No Title]

H

Ol VoiceMail Center

Voicemail Transcript
New Incoming voicemall Added

D: 998003829
Malicious link disguised as  CllLBR»]
voicemail transcript /23/2024

Please view and confirm below

Play Transcript

Voicemail luring phishing email attempt

1
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{No Title]

From: Susan Fry [mailto:sfry@yourcompany.com]
Sent: Tuesday, January 9, 2025 9:25 AM

To: Hamil, James <james.hamil@yourcompany.com
Subject: Please handle ASAP

D &
8

Hi there,

Unexpected

In case you missed it, Susan Fry (dropboxadmin@outlook.com) shared
S h a re d “proposal.pdf’ with you on Dropbox.

D ocume nt Li n k Document containing View on Dropbox

the malicious link

Thanks! Link to malicious document
—~The Dropbox Team via a trusted site

Dropbox, Inc. © 2024 Dropbox

PO Box 77767, San Francisco, CA 94107

View Privacy Policy | Unsubscribe
J

An example of a LoTS phishing email attempt

12
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Authentication
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From: Susan Fry [mailto:sfry@yourcompany.com)
Sent: Tuesday, January 9, 2025 9:25 AM Malicious hyperlink via

To: Hamil, James <james.hamil@yourcompany.com embedded imcge render
Subject: Please handle ASAP

You don’t often get email from administrator@778392929.com.

Microsoft 365 sign-in for multi-factor authentication
Hello:

» The multi-factor authentication for your Microsoft account is set to expire today.

» Please re-authenticate now to continue using Microsoft 365 apps and services without
interruption

Re-Authenticate

Contact Microsoft help desk if you have any questions.

This email was sent from an unmonitored mailbox.

You are receiving this email because you have subscribed to Microsoft Office 365.
Privacy Statement

Microsoft Corporation, One Microsoft Way, R

An example of an image-based phishing email attempt

13
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If you receive a suspicious or unwanted email in your Inbox, please report it directly through Outlook:

1. Select the suspicious email.
2. Select Report from the Outlook toolbar.

3. Choose the appropriate option:

* ReportJunk for unwanted or spam email.

* Report Phishing if you believe the message is attempting to impersonate someone, steal information, or
trick you into clicking a malicious link or opening an attachment.

File Home Send /Receive Folder View Add-ins Help Acrobat

My & W ° 03 Dl B F R A

) Reply All b ~ Share to Quick Move Tags = Group

L -

New  New Schedule a Start Instant : Delete Archive = Report
Emaill Iltems ~ Meeting v Meeting v E Forward l'_:"[] v Teams Steps ~

New Zoom Delete Report Respond Teams Quick Steps

iManage Work
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Quishing: Think Before You Scan

QR codes hide the destination until a device reads them.

"]

M=)

Email Received

The victim receives a
seemingly legitimate email
containing a QR code and
opens it without suspicion.
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Preview first. Open second.

—

__a

Redirect or
Malware Download

The scan leads the user to
a fake website or triggers
a malware download in
the background.

= —)

QR Code Scanned

The user scans the QR code
using their smartphone,
thinking it’s a safe link from
a trusted source.

Was this QR code expected and is the source trustworthy?

Read the destination before opening it.

’

o i
N ‘;3

J 9//
Credentials or

Device Compromised

After entering login details,
the attacker captures the
credentials - or gains access
to the user’s device.

Look carefully at the domain and use a trusted site or app when possible.

TellIT or security about suspicious codes or destinations.

15
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STOP. CHECK. REPORT.

4 N N A

STOP CHECK REPORT
cIrDeadueS:tit;T;Oirr?s?cgtl?:ngn Use a trusted website, app, Notify IT or security quickly,
dat n’nin % phone number or colleague even if you already clicked or
upcate, scanning a code or to verify the request. entered information.

following instructions.

\l DN DN v

Fast reporting gives the organization more options to respond.

16
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Five Things to Remember

Do not trust a sign-in prompt because it looks familiar.

Update browsers through settings or an approved IT process.
Never run commands provided by a CAPTCHA or website error.
Preview QR-code destinations and inspect the domain.

If something feels wrong: Stop. Check. Report.

17
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QUESTIONS?~
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If you see something suspicious Next Cyber Smart Session
Stop. Check. Report. Vishing, Account Takeover & Shadow Tech
Follow your organization’s reporting process. January 20, 2027
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866.391.1566 | info@bitxbit.com | bitxbit.com

18



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22

